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Recap - CyberSecCon (October 2022 )

It Takes Time 

1. Hygiene Takes Time
 

IT Processes such as removing old accounts, sustainable 
patching, and decommission underpins your Cyber Risk 

2. Right Culture and Awareness Takes Time 
 

Common language and opportunity to act are important 
to sustained behaviour and security culture

3. Partnering (Right) Takes Time  
 

Find and work with partners that complement you, 
inform you and take the time to understand your context 

4. “Habit Forming” and Sustained Investments 
Takes Time 
 

Big jumps may not be as effective, adjust responses to 
emerging threats and build habit of security & resiliency Ref : “Journey of managing cyber risk – 

The Tower Experience “, CyberSecCon 2022 



COVID or not – certain things don’t seem to change 

2020 – 26 months is the Avg. 
tenure for CISO, 24% CISO in 
Fortune 400 < one year  

2022 – 60% of Cyber Leaders 
see talent retention as a major

2023 – 50% of Cyber leaders will 
change job, 25% will quit  

https://www.techrepublic.com/article/top-cybersecurity-predictions/
https://www.zdnet.com/article/average-tenure-of-a-ciso-is-just-26-months-due-to-high-stress-and-burnout/
https://cybersecurityventures.com/24-percent-of-fortune-500-cisos-on-the-job-for-just-one-year/
https://securityintelligence.com/news/cybersecurity-hiring-retention-2022/


Why change ?

Who you need to take on the journey ? 

How will you know if you are making 
progress ? 

What are your barriers ? 
Are they (real barriers) ? 



Of CISOs surveyed by Nominet in 2020 : 

• 88% reported being "moderately or tremendously 
stressed“; and that 

• Job related stress was noted to have detrimental 
impact on CISOs 

- Mental health - 48%

- Relationships with their partners/ children - 40%

- Marriage or romantic relationships - 32

- Personal friendships  - 32%

• 23% of CISOs said they turned to medication or 
alcohol

Ref: Nominet Cyber Security – CISO Stress Report 2020  





Ref: Ted, linkedin postoing
https://www.linkedin.com/feed/update/urn:li:activity:7105333284049444865/?utm_source=share
&utm_medium=member_ios



Success

Journey legacy

Be Part in significant 
[banking] transformation 

Do something that has 
broader consequence  

Have something to add to 
the party 

Have an easier commute 
with the ferry 



Ref: World economic forum – Devos
“Global Risks Report 2023: We know what the risks are – 
here’s what experts say we can do about it” , 11 Jan 2023

Technology related

Now and foreseeable future

https://www3.weforum.org/docs/WEF_Global_Risks_Report_2023.pdf?_gl=1*tlcwcr*_up*MQ..&gclid=EAIaIQobChMI3_ri6Y_lgAMVQyGDAx0xxAYtEAAYASAAEgIP0fD_BwE
https://www.weforum.org/agenda/2023/01/global-risks-report-2023-experts-davos2023/
https://www.weforum.org/agenda/2023/01/global-risks-report-2023-experts-davos2023/




Consumer faith in cybersecurity, data 
privacy, and responsible AI hinges on 
what companies do today—and 
establishing this digital trust just might 
lead to business growth”

Ref: McKinsey, September 2022, 
“Why Digital trust truly matter”



Ref: Gartner, March 22, 
“Key Behaviours Driving CISO Effectiveness”

Manage 
upward and 

sideways 
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Ref: Dee Hock, Leader to Leader, no 15, Winter 2000
“The Art of Chaordic Leadership”

My first 100 days 







Common approaches for closing the gap 

0.  Your team

1. Internship

2. Adjacencies

3. Partnerships 

https://thenewstack.io/how-to-get-started-filling-3-4-million-cybersecurity-jobs/


Ref: Patrick Lencioni, 2007
“The Three Signs of a Miserable Job: 
a fable for managers 



Where would 
you like to 
spend your 

time ?



What are 
your “four” ?

Ref: Deloitte Transition Lab 





What do you need to 
re-learn ?

Who do you really need to 
take on the journey ?

How do I demonstrate 
progress to them ? 

What other learnings are 
there (that I couldn’t know 

to start with) 



“Keep your eye fixed on the way to the 
top, but don't forget to look right in 
front of you. The last step depends 
on the first.

Don't think you're there just because you see the 
summit. Watch your footing, be sure of the next 
step, but don't let that distract you from the 
highest goal”.

René Daumal

https://www.goodreads.com/author/quotes/3020747.Ren_Daumal#:~:text=%E2%80%9CKeep%20your%20eye%20fixed%20on,you%20from%20the%20highest%20goal.
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