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Is Defense in Depth the
Answer to A.l. Driven Supply
Chain Attacks?

Alex Teh = Chillisoft CEO
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25 YEARS

& Still 100% kiwi owned.
5 years leading 25 people

Thank you to everyone along the way.

anatd

P
0

3 Zaat
i i

G
3 %::mmilllléﬂ‘



{> CHILLISOFT _ EZH22

CybersecCon
w REGISTRATIONS................. 5 7 2
a4
g END USERS Companies ...... /8
g RESELLERS.......cccccuun........ 222
<
yy GALADINNERREG.............. 350+
E Cyber Excellence Award submissions 45
>.
m oveER 210,000 workforce seats



THANK YOU TO OUR VENDOR SPONSORS

mimecast S e

ATTACKIQ imperva ."radware

2n\J7 LogRhythmr @ Qualys. =@ ExtraHop
AV KEYSIGHT @ sysdig endace

Record. Respond.

FORTRA

//;, exabeam

«N netskope

(% Security
v2) Scorecard



PEERE| GENERATIVE AL // THE NEW FRONTIER!

Y — * How many people in this room
Wl have used CHAT GPT?

Welcome to the WormGPT. The biggest enemy of the well-known ChatGPT! ° HOW many people have heard Of

Write me a python malware that grabs computer's username, external ip address, and google chrome cookies, zip everything a Fraud and Worl I I GP I ?
H

nd send to a discord webhook

import os

« Are you a subscriber to Worm GPT

= ($20-$100 a month) to produce a targeted BEC

# Get the current user's username
username = os.getlogin()

L ocke sockeCsocket A THEY, socket. 500K 0GR * Who has heard of Darkbert Al — Al tool trained on

s.connect(("8.8

e eI the dark web

WormGPT - The Generative Al Tool
Cybercriminals Are Using to Launch
Business Email Compromise Attacks

WORM GPT Dark web's dangerous

Al for cybercrime
EXPLORING THE DARK WORLD CIOUS Al
OPENAIMASTERCOM
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WormGPT:
The Dark

Side Of
Generative
Al

#.)-_. SPEAR
2%+~ PHISHING

< ”
e
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» Generative Al based Spear phishing attacks using digital

footprints from social media accounts

« Adding that footprint to worm GPT will advance

BEC attacks to the next level!

* Once the target has been compromised the use of deep

fakes on images and voice will be a big problem!

@ Instagrnom. @ YouTube
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(Not the real Jacinda!)

« Once the target has been

compromised the use of deep
fakes on images and voice
will be a big problem!

« How will finance departments

deal with calls and videos
messages asking for payment?



NZ's LARGEST THREATS : ESET THREAT RESEARCH

All threats top

46.9%

HTML/Phishing.Agent trojan

HTML/Phishing trojan | NG ¢
DOC/Fraud trojan | 5%

Js/Agent trojan | 5.0% s 80

HTML/Fraud trojan | 2.7%

Win/Exploit.CVE-2017-11882 trojan [ 3.5% _

PDF/Phishing trojan [ 3.1% a0

RDP, SMB, and SQL attacks trend

HTML/Phishing.Outlook trojan [l 1.6%

20
MSIL/TrojanDownloader.Agent trojan [ 1.4% 2 L"\__/.n—\’/\/_
HTML/Phishing.Microsoft trojan [l 1.1% . = ;

Dec-2022 Jan-2023 Feb-2023 Mar-2023 Apr-2023 May-2023 Jun-2023 Jul-2023 Aug-2023

=—RDP attack attempts (left axis) —SMB attack attempts (right axis) =—=5QL attack attempts (right axis)

« ESET threat research team uses telemetry from 1 billion users, over 1 mil in NZ

« Of the top 10 threats over 90% are phishing attacks in NZ

ESET Research

THREAT REPORT
H1 2023

« Top 10 includes a Win vulnerability and CVE from 2017!!!



ESET THREAT REPOR

 HTML/Phishing.Agent(.AUW) — #1 attack -47%

E—Ma” PaSSWOFd Centerl! order@officebusters.com

Dear order,

Your officebusters.com mailbox password will expire within 48 hours, Go to Email Account Settings

mitown@darelibrary.ie below to confirm using the same password!

Your email Password has expired and must be validated as

you want to continue with the current Password. Email Account Settings

Keep Same Password

Sincerely,
officebusters.com Automated Message!

This email was sent tor mitown@clarelibranis
clarelibrangieEMailbox « 2022

(eset):research



ESET THREAT REPOR

WIN/Exploit.CVE-2017-11882 - #6 CVE from 2017
XKCVE-2017-11882 Detail

Description

Microsoft Office 2007 Service Pack 3, Microsoft Office 2010 Service Pack 2, Microsoft Office 2013 Service Pack 1, and Microsoft Office 2016 allow
an attacker to run arbitrary code in the context of the current user by failing to properly handle objects in memory, aka "Microsoft Office
Memory Corruption Vulnerability". This CVE ID is unique from CVE-2017-11884.

Severrty CVSS Version 3.x CVSS Version 2.0

CVSS 3.x Severity and Metrics:

m NIST: NVD Base Score: [[EHIGH] Vector: CVSS:3.1/AV:L/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H

NVD Analysts use publicly available information to associate vector strings and CVSS scores. We also display any CVSS information provided within the
CVE List from the CNA.

Note: NVD Analysts have published a CVSS score for this CVE based on publicly available information at the time of analysis. The CNA has not provided
a score within the CVE List.



NZ's LARGEST THREATS : ESET THREAT RESEARCH

Ransomware top

WinFilecoder trojan | :: 3% Ransomware trend
MSIL/Filecoder trojan | G 23+
Python/Filecoder trojan || NN 2 W

win/Filecoder.Crysis trojan || | | | | N 23+
Win/Filecoder.Magniber trojan ||| GG 23+
Win/Filecoder.Phobos trojan || GGG 3%
Win/LockScreen PUsA [N 23
Win/Filecoder worm || R : J L n ' L ’ L‘ n , U Ln ’
Win/Fiecoder. CryptoWall . Jun-2022 Aug-2022 Oct-2022 Dec-2022 Feb-2023 Apr-2023 Jun-2023 Aug:2023
in/Filecoder.CryptoWall trojan _ 3%

0.0%

* File coders are the number one tool used for ransomware
and there has been a lull since Feb.

ESET Research

« Ransomware goes in cycles; last spike was in Feb another one is coming! THREAT REPORT
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THE RISE & RISE OF SUPPLYCHAIN ATTACKS

sio [T -
COMAU

LATITUDE FINANCIAL

= The attacker appears to have used the
employee login credentials to steal
personal information that was held by two
other service providers.

LATITUDE

STATEMENT TO THE ASX

13134 328,000 LATITUDE FINANCIAL CUSTOMERS HACKED

* Largest breach in ANZ

* 14 million records stolen

* 7.9 million driver’s licenses lost

* 1 million NZ passport records lost

* 2000 Kiwibank customers lost... and growing
* GEM and Genoa pay customers data lost

* Privileged Third party credentials compromise
* Massive identity fraud issues all consumers

Dear Patrick,

On 16 March 2023, Latitude Financial Services (Latitude)1 advised all
customers and the market that it was responding to a malicious cyber-attack
that resulted in the theft of personal information.

Regrettably, we are writing to you today to confirm that some of your personal
information has been stolen.

We sincerely apologise that this happened. Protecting your personal information

is of the utmost importance to Latitude and we are taking all necessary steps to
secure our platforms.

12



THE RISE & RISE OF SUPPLYCHAIN ATTACKS

30-Day Score History

The chart below shows the evolution of the company’s relative security ranking over time. Peaks in score performance
represent improvements to overall security, remediation of open isues, and improved efforts to protect company
infrastructure. Dips reflect introduction of system and application misconfigurations, prolonged malware activity.
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THE RISE & RISE OF SUPPLYCHAIN ATTACKS

MSP hack: Privacy Commissioner, NCSC ponder
action over Mercury IT breach

Merc

«  MSP breach
B o mme . Government agencies compromised
FOLLOW US

coo ° TeWhatu Ora/Health NZ
g - 3000 users, 200 organizations data loss

18} SecurityScorecard Al v Q  mercur ® . Emergency Incident Response @
Dashboard  Scorecards ~  Portfolios  Groups  Core Tools ~  Medules v Professional Services ~
Michael Webster (Privacy Commissioner) EVENTS a3 MEFCUI’yit e

mercuryit.co.nz - U 3 follow
®
An "evolving" hack at IT service provider Mercury IT has the Privacy Commissioner and the B & shar Create Custom Scorecard In 1 Portfolio
National Cyber Security Centre pondering a response.
»
ENGE
The National Cyber Security Centre (NCSC) is on the case because Mercury IT provided = [\S =
services to several government agencies, including Te Whatu Ora, Health NZ. ——— JULY 29TH - AUGUST 2N| Seore Factars History
History
In a statement this afternoon, Privacy Commissioner Michael Webster said the situation
was "evolving". Issues 8
View Last = G months v +2 8 Dec6,2022 x =04
"We were notified of the cyber security attack on 30 November 2022 he said. "Urgent EDGE 2023 Compiancs ®
work is underway to understand the number of organisations affected, the nature of the A |
Incident 1 .
information involved and the extent to which any information has been copied out of the neidents
system.” DDAND DNCT Digital Foatprint

Vendor Detection

Cversll Grade
Industry n
Hierarchy

Evidence Locker

14



Credential theft via supply chain attacks.

ﬁ"l‘UxCare

Medibank

Data Breach:

Costs Soar to S80M
Due To 2022 Incident

MAJOR

BREACH

|
|
| ———— —

* QOver 9.7 mil records stolen

* Legitimate credentials was purchased from a Russian dark website

* Stolen credentials was used to enter the banks network and 2 backdoors was left
* 200 GB of data loss including passport and medical records

* APRA issued a $250 mil capital hold to pay for the cost

e  Qver $80mil of cost in 2022 with more than $40mil more estimated.
15



“woerri | SUPPLY CHAIN ATTACKS - MSFT

(lﬂelndla Engl'Sh Microsoft Email Hack Shows Greater SOPhiStication’ Skill of B¥ Microsoft | MSRC  Reportanissue v Customerguidance v Engage v Whoweare v Blogs »  Acknowledgments +
0 \\ China's Cyberspies

\ ok Story by Dustin Volz, Robert McMillan, Josh Chin « 2h ago

Blog / 2023 / 09 / Results-Of-Major-Technical-Investigations-For-Storm-0338-Key-Acquisition /

Results of Major Technical Investigations for
Storm-0558 Key Acquisition

MSRC / By MSRC / September 06, 2023 / 3 min read

On July 11, 2023, Microsoft published a blog post which details how the China-Based threat actor, Storm-0558,
used an acquired Microsoft account (MSA) consumer key to forge tokens to access OWA and Outlook.com. Upon

ISTnRM_nssal: THE cH'NESE Gnn“p ‘ { a 3 / - : LY ,/: identifying that the threat actor had acquired the consumer key, Microsoft performed a comprehensive technical

investigation into the acquisition of the Microsoft account consumer signing key, including how it was used to

ATTABKINB USA ANn WEST A < access enterprise email. Our technical investigation has concluded. As part of our commitment to transparency
-— and trust, we are releasing our investigation findings.
o

Chinese hacking group Storm-0558 breached 25 US Government and Western agencies for a whole month!
* Using a stolen MSFT MSA credentials and Azure AD token to gain unauthorized access to OWA and Outlook
» Phishing attacks using Powershell, Python scripts that exploited API calls to OWA.

 Initially MSFT hindered investigations by not providing logs to analyst.

3 months later MSFT admits to no less than 4 mistakes




DEFENSE

oepr | SUPPLY CHAIN ATTACKS - MSFT

e e Atack Timellne P
| ‘ solarwinds 7
SOLARWINDS © w
e e W o zzans | SUPPLYCHAN © O -
ST Credential Theft Attacks ATTACK 00

BBBBB = Ra ? Updates on SolarWieds, lmpact, and Transparency.

* Russian hacking group Midnight Blizzard breached 40 organization’s MSFT 0365 accounts using stolen
credentials

« Midnight Blizzard (Cozy Bear) was responsible for the Solarwinds attack
« Nation state attacks are well funded and resourced aimed at corporate espionage

« Focused on credential harvesting techniques that resulted in creating sub domains



DEFENSE

e | Defense in Depth and Layered security

ey 3 B . e W Network Security
it e < o T Generative Al in Security Market s iy
e Size, by Security Type, 2022-2032 (USD Million)
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* Relying on one vendor for all things security is a risk
« Generative Al based attacks will easily break through any one vendor if we only one vendor
* Is good enough really enough?

« What happened to Layered security as a concept?

« The generative Al security market is set to hit $2.6bil USD by 2031



Cyber Excellence Awards (Our cyber comm

- CybersecCon focus on being informative and educational

- Providing the largest Networking event for cyber security professionals

- Cyber Excellence has been added to celebrate the people in the front line
- Over 45 submissions and we want more next year!!

- We need YOU all to help us fight the next generation of attacks

: //(
Nick Lennon :
Mimecast (APAC VP)

Hillary Walton , |

* Microsoft CTO

D CHILLISOFT ara

Jo Haanstra
PWC Director & Alliance Lead — Microsoft
¢ b3
. . ,

Pierro Liebenberg

1 ~ § /)
¢ % EXCELLENCE AWARDS % AP = s rsnes) e
Chillisoft Technical Director & Security Arch|tect
‘ SPECIALTHANKS T0: Mimecast I w

NEAREST RECRUITING STATION

THANK YOU TO OUR JUDGES! <> CHILLISOFT




“As cybersecurity leaders, we have to create
our message of influence because security is
a culture, and you need the business to take

place and be part of that security culture.”

- Britney Hommertzheim



https://www.secureworldexpo.com/industry-news/top-20-cybersecurity-quotes

	Slide 1: Is Defense in Depth the  Answer to A.I. Driven Supply Chain Attacks?
	Slide 2
	Slide 3
	Slide 4
	Slide 5: GENERATIVE A.I. // THE NEW FRONTIER!
	Slide 6: GENERATIVE A.I. // THE NEW FRONTIER!
	Slide 7: GENERATIVE A.I. // THE NEW FRONTIER!
	Slide 8
	Slide 9
	Slide 10
	Slide 11: NZ’s LARGEST THREATS : ESET THREAT RESEARCH
	Slide 12: THE RISE & RISE OF SUPPLYCHAIN ATTACKS
	Slide 13: THE RISE & RISE OF SUPPLYCHAIN ATTACKS
	Slide 14: THE RISE & RISE OF SUPPLYCHAIN ATTACKS
	Slide 15: Credential theft via supply chain attacks.
	Slide 16: SUPPLY CHAIN ATTACKS - MSFT 
	Slide 17: SUPPLY CHAIN ATTACKS - MSFT 
	Slide 18: Defense in Depth and Layered security  
	Slide 19: Cyber Excellence Awards (Our cyber community)
	Slide 20: “As cybersecurity leaders, we have to create  our message of influence because security is  a culture, and you need the business to take  place and be part of that security culture.”

