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REGISTRATIONS…………….. 572
END USERS Companies ….... 278

222RESELLERS…………………...

210,000OVER

45Cyber Excellence Award submissions

Workforce seats 

350+GALA DINNER REG…………..





• How many people in this room 

have used CHAT GPT?

• How many people have heard of 

Fraud and Worm GPT?

• Are you a subscriber to Worm GPT 

($20-$100 a month) to produce a targeted BEC

• Who has heard of Darkbert AI – AI tool trained on 

the dark web



• Generative AI based Spear phishing attacks using digital 

footprints from social media accounts 

• Adding that footprint to worm GPT will advance 

BEC attacks to the next level!

• Once the target has been compromised the use of deep 

fakes on images and voice will be a big problem!



• Once the target has been 

compromised the use of deep 

fakes on images and voice 

will be a big problem!

• How will finance departments 

deal with calls and videos 

messages asking for payment? 

(Not the real Jacinda!)



• ESET threat research team uses telemetry from 1 billion users, over 1 mil in NZ

• Of the top 10 threats over 90% are phishing attacks in NZ

• Top 10 includes a Win vulnerability and CVE from 2017!!!

     

     

    

    

    

    

    

    

    

    

                          

                    

                

               

                 

                                 

                   

                            

                                  

                             

               



(eset):research

ESET THREAT REPORT

• HTML/Phishing.Agent(.AUW) – #1 attack  - 47%



ESET THREAT REPORT

WIN/Exploit.CVE-2017-11882 - #6 CVE from 2017



• File coders are the number one tool used for ransomware 

and there has been a lull since Feb.

• Ransomware goes in cycles; last spike was in Feb another one is coming!
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• Largest breach in ANZ

• 14 million records stolen

• 7.9 million driver’s licenses lost

• 1 million NZ passport records lost

• 2000 Kiwibank customers lost… and growing

• GEM and Genoa pay customers data lost

• Privileged Third party credentials compromise 

• Massive identity fraud issues all consumers
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• MSP breach

• Government agencies compromised

• Te Whatu Ora / Health NZ

• 3000 users, 200 organizations data loss
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• Over 9.7 mil records stolen 

• Legitimate credentials was purchased from a Russian dark website 

• Stolen credentials was used to enter the banks network and 2 backdoors was left  

• 200 GB of data loss including passport and medical records

• APRA issued a $250 mil capital hold to pay for the cost 

• Over $80mil of cost in 2022 with more than $40mil more estimated.



• Chinese hacking group Storm-0558 breached 25 US Government and Western agencies for a whole month!

• Using a stolen MSFT MSA credentials and Azure AD token to gain unauthorized access to OWA and Outlook

• Phishing attacks using Powershell, Python scripts that exploited API calls to OWA. 

• Initially MSFT hindered investigations by not providing logs to analyst. 

• 3 months later MSFT admits to no less than 4 mistakes 



• Russian hacking group Midnight Blizzard breached 40 organization’s MSFT 0365 accounts using stolen 

credentials 

• Midnight Blizzard (Cozy Bear) was responsible for the Solarwinds attack

• Nation state attacks are well funded and resourced aimed at corporate espionage 

• Focused on credential harvesting techniques that resulted in creating sub domains



• Relying on one vendor for all things security is a risk

• Generative AI based attacks will easily break through any one vendor if we only one vendor

• Is good enough really enough?

• What happened to Layered security as a concept?

• The generative AI security market is set to hit $2.6bil USD by 2031
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- CybersecCon focus on being informative and educational

- Providing the largest Networking event for cyber security professionals

- Cyber Excellence has been added to celebrate the people in the front line

- Over 45 submissions and we want more next year!!

- We need YOU all to help us fight the next generation of attacks



- Britney Hommertzheim

“As cybersecurity leaders, we have to create 

our message of influence because security is 

a culture, and you need the business to take 

place and be part of that security culture.”

https://www.secureworldexpo.com/industry-news/top-20-cybersecurity-quotes
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