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Technulngg and processes alone won’t hold back cybercriminals..
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Its more than just awareness, we have to change
culture and behaviour to reduce people risk



Leadership in the digital age

Leaders need to empower their teams to
work with autonomy and freedom, and to
take decisions. Organisations need to
create leaders at all levels by building
participation and accountability. They
need to learn from people working on the
ground, take inputs and trust them. Every
member of the team should be
encouraged to contribute ideas, insights
and knowledge for achieving shared

goals.



Presenter Notes
Presentation Notes
To work with the business, I&O leaders need to become digital leaders, which means developing a culture of trust, purpose, engagement, commitment, collaboration and a passion for learning. 
Most importantly, it requires a relentless commitment to making progress. 
It is a people-first principle and requires a willingness to change your leadership style and approach to each situation as circumstances change. 
These attributes are essential for leaders to not only shift to product thinking, but to realize a product-aligned organization that drives value and innovation.




Digital capability requires soft skills
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Presenter Notes
Presentation Notes
Technical skills are not enough. In addition to tech skills we need to look at soft skills, especially those that enable critical thinking, teamwork and collaboration in the context of understanding business needs. These soft skills are needed for learning agility, that underpins a digital capability. 

To round out the people capabilities, please see the next slide.









Digital requires new leadership and behaviours
because . .. the biggest cultural and business
model shift is happening right now . . . a shift to a
more digital culture and ways of working.



What are some ways technology and the
internet are changing the way we think,

make decisions, behave, interact and
communicate?

... Discuss ©



Digital Shifts - Make no mistake!
2022




Text-Phishing (SMISHING)

As a variant of phishing, victims are deceived into giving
sensitive information to a disguised attacker.

SMS phishing can be assisted by malware or fraud
websites. It occurs on many mobile text messaging
platforms, including non-SMS channels like data-based
mobile messaging apps.

« COVID-19 smishing

« Financial services smishing
«  Gift smishing

* Invoice or order smishing

e Customer support smishing

5:01 ul

)

: 2,

+61 483 873 758

WESTPAC: You have
successfully setup a new payee
AVA CLARESON, if this action
was not made by yourself please
confirm: NZ-Helpme.com

o A)
*+ O 00=0



Presenter Notes
Presentation Notes
As a variant of phishing, victims are deceived into giving sensitive information to a disguised attacker. SMS phishing can be assisted by malware or fraud websites. It occurs on many mobile text messaging platforms, including non-SMS channels like data-based mobile messaging apps.

What is Smishing?
As the definition of smishing suggests, the term combines "SMS" (short message services, better known as texting) and "phishing." To further define smishing, it is categorized as a type of social engineering attack that relies on exploiting human trust rather than technical exploits.

When cybercriminals "phish," they send fraudulent emails that seek to trick the recipient into clicking on a malicious link. Smishing simply uses text messages instead of email.

In essence, these cybercriminals are out to steal your personal data, which they can then use to commit fraud or other cybercrimes. Typically, this includes stealing money — usually yours, but sometimes also your company’s money.
Cybercriminals often use one of two methods to steal this data:
Malware: The smishing URL link might trick you into downloading malware — malicious software — that installs itself on your phone. This SMS malware might masquerade as a legitimate app, tricking you into typing in confidential information and sending this data to the cybercriminals.
Malicious website: The link in the smishing message might lead to a fake site that requests you to type sensitive personal information. Cybercriminals use custom-made malicious sites designed to mimic reputable ones, making it easier to steal your information.
Smishing text messages are often purporting to be from your bank, asking you for personal or financial information such as your account or ATM number. Providing the information is equivalent to handing thieves the keys to your bank balance.
As more and more people use their personal smartphones for work (a trend called BYOD, or "bring your own device") smishing is becoming a business threat as well as a consumer threat. So, it should come as no surprise that smishing has become the leading form of malicious text messages.



Another Significant Digital Shift
- Amongst other things, this affects how you communicate security
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Presenter Notes
Presentation Notes
What is web3?
Web3, also known as web 3.0, is an idea for a new iteration of the World Wide Web which incorporates concepts such blockchain technologies and token-based economics such as NFTs. Web3 embraces decentralization and is being built, operated, and owned by its users. It moves the internet as we know it today, from its read and write capabilities, to read, write and own.



Web3, Crypto and Blockchain Phishing Scams
- New playground for opportunistic cybercriminals
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Presenter Notes
Presentation Notes
It’s quite obvious by now that no matter how watertight Web3 will be from a security standpoint, it won’t save us from phishing scams. Users need to be wary of these scams, and organizations must consistently invest in education and raising security awareness around the latest schemes and tactics employed by attackers. Users should be recognized as part of the security solution and not part of the security problem.



Digital is Everyday Life
— Being a Digital Native Does Not Mean You Are Cyber Smart




Four CISO Leadership &
Communication Strategies to build
security culture and behaviours

kordia



#1 Treat Security as a

Continuous Improvement
EXxercise.

7. CONTINUOUS 1. SECURITY AWARENESS
MONITORING & TRAINING

10. ENDPOINT

2. THIRD PARTY
/ SERVER HARDENING
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4.0

Recovery
35
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5. BACKUP &
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Security Awareness &
Anti-Virus/Anti-Malware y
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Aura Top Ten:
PROJECT TITLE Critical Controls & Mitigation Strategies



Presenter Notes
Presentation Notes
I understand that not all businesses can achieve, or benefit from, the full gamut of information security controls and mitigation strategies published by various government and industry bodies. 

In light of this, our team of experts at Aura Information Security has developed a list of what we believe are the Top 10 critical controls and mitigation strategies that businesses should be looking at today, obtained from sources such as the CERT NZ Critical Controls, ASD mitigation strategies, NZISM, and ISO27001/27002 standards.



#2 Use Security Culture e
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#3 Its Time for CISOs to Work Out Loud
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#4 Build an community of security passionate
people in your organisation

Benefits and Objectives:

e Creation of a community to enhance the provision of security capability.

e Enhanced security good practice across the business to impact our
business and our customers.

e Communication and collaboration on security issues and activities

e Enhance the capability of our people

What’s in it for them?

Provide them with security insights, training, and knowledge sharing
Keep them updated with current security news and activities
Provide updates and key messages for them to share as they wish
Allow them to share experiences and ask questions to the group.

Build a community, based on '
belonging and connection



Presenter Notes
Presentation Notes
Benefits and Objectives: 
Creation of a community of working to enhance the provision of security capability.
Enhanced security good practice across the businessto impact our business and our customers.
Communication and collaboration on security issues and activities
Enhance capability of our people
How to Participate?
Post your thoughts, questions, and comments in the Security Network MS Team.
Ask any questions you foresee your business unit and teammates might have in relation to security
Let the Security Network know of any resistance to good security practices and gather feedback on security matters
Spread key security messages to your business unit and teammates within the wider organisation
Promote and encourage others to think and act with a security mindset

What’s in it for them?
Provide you with security insights, training, and knowledge sharing
Keep you updated with current security news and activities
Provide updates and key messages for you to share as you wish
The Security Network MS Team will allow you to share experiences and ask questions to the group.



Key Takeaways

People are your first line of defence against cyber attacks, but they are still struggling to embrace good cyber
security behaviours
Its more than just awareness, we have to change culture and behaviour
So much about people’s behaviour is driven from those in leadership positions
Digital leadership capability requires soft skills and importantly communication
We need to empower people, build levels of participation and accountability. Our people need to learn from those
around them, and every team should be encouraged to contribute ideas, insights and knowledge for achieving
shared goals.
Big digital shifts are happening right now - important to understand them from a people and customer perspective.
1. Attention is firmly on mobile devices
2. The internet is evolving from basic web pages, to interactive social media to the consumer blockchain and
NFTs. This shift matters.
As CISOs we can embrace digital shifts to become more effective leaders to communicate more effectively with our
people and build strong security cultures. 4 strategies to do this are:
1) Treat security as a continuous improvement exercise. Keep getting better every day.
2) Use change management models to move the dial on your company security culture, not just InfoSec models
3) It’s time for CISOs to Work Out Loud, and
4) Become community builders


Presenter Notes
Presentation Notes
As a variant of phishing, victims are deceived into giving sensitive information to a disguised attacker. SMS phishing can be assisted by malware or fraud websites. It occurs on many mobile text messaging platforms, including non-SMS channels like data-based mobile messaging apps.

What is Smishing?
As the definition of smishing suggests, the term combines "SMS" (short message services, better known as texting) and "phishing." To further define smishing, it is categorized as a type of social engineering attack that relies on exploiting human trust rather than technical exploits.

When cybercriminals "phish," they send fraudulent emails that seek to trick the recipient into clicking on a malicious link. Smishing simply uses text messages instead of email.

In essence, these cybercriminals are out to steal your personal data, which they can then use to commit fraud or other cybercrimes. Typically, this includes stealing money — usually yours, but sometimes also your company’s money.
Cybercriminals often use one of two methods to steal this data:
Malware: The smishing URL link might trick you into downloading malware — malicious software — that installs itself on your phone. This SMS malware might masquerade as a legitimate app, tricking you into typing in confidential information and sending this data to the cybercriminals.
Malicious website: The link in the smishing message might lead to a fake site that requests you to type sensitive personal information. Cybercriminals use custom-made malicious sites designed to mimic reputable ones, making it easier to steal your information.
Smishing text messages are often purporting to be from your bank, asking you for personal or financial information such as your account or ATM number. Providing the information is equivalent to handing thieves the keys to your bank balance.
As more and more people use their personal smartphones for work (a trend called BYOD, or "bring your own device") smishing is becoming a business threat as well as a consumer threat. So, it should come as no surprise that smishing has become the leading form of malicious text messages.
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