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Ref: www.balbix.com, “The Infosec Meme That

Touched a Raw Nerve”
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Figure 1: Measured in USD millions
Average cost of a data breach by industry
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83%

of organizations studied have had more
than one data breach.

60%

of organizations’ breaches led to increases
in prices passed on to customers.

19%

Frequency of breaches caused by stolen
or compromised credentials

Cost of a Data Breach
Report 2022
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Ref: IBM, Cost of a Data Breach Report 2022




Car Contents House  Ourlnsurance v

Win a share of $10,000

Switch your car, contents, house or boat policy 1o go In the weekly draw,
plus save $50 online. 10 x $1,000 prizes to be won.”

Get a quote

Ts&Cs apply B

Got a minute? Get a quote
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Boat Car Contents House Landlord Pet Travel
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Looking to switch insurance?

Using Innovatlon matched with over 150 years of experience. we alm to give Kiwis and thelr communities an Insurance experience they can rave about
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Presenter Notes
Presentation Notes
Strategies (consulting)
Tools 
Services (SIEM/ SOAR)
[Policies (“tick the box”)]





reporting impact due to insufﬁcient cybersecurity staffing, %0

Share of cybersecurity leaders
Not enough time Inability 10
for proper risk Oversights remain aware o
M'\sconﬂgured assessment and Slow to patch in process all active threats Rushed
systems managemem critical systems and procedure against network dep\oyments f
30 28 27 ;.r"

32





Presenter Notes
Presentation Notes
It takes time especially when considering building IT Hygiene, ensuring cyber awareness and culture and striking the right partnerships 
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Presenter Notes
Presentation Notes

User management, AD cleanup, patch management, BCP and DR
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Presenter Notes
Presentation Notes
Decommission and Simplification 
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Hygiene takes time
IT processes such as removing old accounts, sustainable
patching, and decommission underpin your cyber risk
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Presenter Notes
Presentation Notes
Culture �Mindset �Behaviors (habits) 




Presenter Notes
Presentation Notes
Culture needs language
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Presenter Notes
Presentation Notes
What does it mean to me? 
What can I do about it ?
What do I learn from doing  ?
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Hygiene takes time
IT processes such as removing old accounts, sustainable
patching, and decommission underpin your cyber risk

Right culture and awareness takes time
Common language and opportunity to take action are
important to sustained behaviours and security culture






Presenter Notes
Presentation Notes
Effective partnering
Getting the right information from your partner SIEM/ SOAR (tuning and removing false positives) 
Join understanding and adjustment of risk profile (what leading indicators can your partner offer)
Training (how involved is your partner in your incident response and incident response simulation


Hygiene takes time
IT processes such as removing old accounts, sustainable
patching, and decommission underpin your cyber risk

Right culture and awareness takes time

Common language and opportunity to take action are
important to sustained behaviours and security culture

Partnering (right) takes time

Find and work with partners that complement you,
inform you and take the time to understand your context
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Ref: Atomic Habits, James Clear
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Morale and Competence

t1

Time

>

Ref: “Want to scale agile? Don’t. Descale the work
first. Achieve big through small.”, Jon Smart;
www.soonersaferhappier.com



Morale and Competence
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Ref: “Want to scale agile? Don’t. Descale the work
first. Achieve big through small.”, Jon Smart;
www.soonersaferhappier.com



Hygiene takes time
IT processes such as removing old accounts, sustainable patching,
and decommission underpin your cyber risk

Right culture and awareness takes time
Common language and opportunity to take action are important
to sustained behaviours and security culture

Partnering (right) takes time

Find and work with partners that complement you,
inform you and take the time to understand your context

“Habit forming” and sustained investment takes time

Big jumps may not be as effective, adjust response to emerging ..f '
threats and build habit of security and resiliency
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Car Contents House Ourlinsurance v Q Register

Need boat insurance?

Jump aboard these offers - save $50 on your boat Insurance and get $30
off an annual Individual Coastguard Membership.”

Get a quote Find out more

"Tekis apply &

Got a minute? Get a quote
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Boat Car Contents House Landlord Pet Travel
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