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• 2 5  Ye a r s  i n  c y b e r s e c u r i t y  U K  /  A N Z
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e v e r y c l a s s
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Presenter Notes
Presentation Notes
I have had 20 years of experience in cybersecurity having built a cybersecurity company in the UK from start-up to a $40-million plus turnover business, which I sold to a pan European company in 2016. Back in New Zealand, I took the helm of a global distributor’s NZ operations for a couple of years before signing on as part-owner and CEO of cybersecurity specialist distributor and sole NZ distributor of ESET, Chillisoft, in 2018. Within a span of a year, I have successfully added other Gartner-leading products to Chillisoft’s portfolio of cybersecurity solutions. I have also provided cybersecurity advice to several multi-national companies, which includes HSBC, RBS Bank, London Metropolitan Police, BNZ, ANZ, Transpower, and Trustpower.



A  G R I M  P I C T U R E
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THE FUTURE IS NOW.
CYBER-WARFARE IS PART OF 
MODERN WARFARE.
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STATE SPONSORED ATTACKS
H o w  t h e  R u s s i a n  a t t a c k  u n f o l d e d

• 1 hour before invasion
- Viasat US satellite company compromised. 

• Ukranian military used Viasat
• “Wiper” malware called Acidrain (modems & router) 
• Largest war time hack in history! 
• Cross fire also hit 5800 German wind turbines
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E S E T  R e s e a r c h e r s  t i m e l i n e  o f  a t t a c k s :  
R u s s i a n  i n v a s i o n  o f  U k r a i n e

14 JAN 2022
WhisperGate

attacks
23 FEB 2022

HermeticWiper
deployed 24 FEB 2022

RUSSIA INVADES
UKRAINE

IsaacWiper
deployed

14 MAR 2022
CaddyWiper

deployed

8 APR 2022
Industroyer2 + CaddyWiper

deployed

Linux & Solaris 
wipes deployed
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STATE SPONSORED CYBER WARFARE 
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CONTI ANONYMOUS

CONTI (Russia) VS Anonymous (West)
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STATE SPONSORED CYBER WARFARE

Who is Conti Group:
• Inventors of RYUK ransomware
• First successful attack on a Ukranian power 

station (2015)
• Conti group have an annual payroll of 

$6mil USD 
*100+ hackers!
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C O N T I  G R O U P
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STATE SPONSORED CYBER WARFARE
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RUSSIAN CONTI GROUP

• Russian & Ukrainian division splinter

• Internal chat posted on dark web

• Location of a crypto wallet worth 
$700mil USD of BTC posted

• Total net worth of the “CONTI GROUP” 
ransomware gang is $2.7BILLION

- UNLIMITED RESOURCES

_ t h e  s i t u a t i o n
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STATE SPONSORED CYBER WARFARE

• George Floyd Murder
– US police force websites take down 

• Arab Spring
- GOV of Tunisia, Egypt, Syria all disrupted 

• DDOS attacks on VISA & Mastercard
- Payback campaign

• Free Korea
- Demands incl. free speech, democracy + removal of Kim Jong-un 
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A N O N Y M O U S

HACKIVIST GROUP ANONYMOUS – TOP HACKS: 



2 0 +  D I F F E R E N T  H A C K I N G  G R O U P S  I N  T H E  W A R  O N  B O T H  S I D E S !
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S TAT E  S P O N S O R E D  C Y B E R WA R FA R E

Conti Group threatens 
western critical infrastructure 

Anonymous DDOS 
attacks on Russian Television
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A  l o t  q u i e t e r  i n  t h e  w e s t …

1. Ransomware attacks dropped for the first 
time in years (-4%) 

2. Same time, Russia received 11.9% increase

3. Reduced fear in retribution from Russia

F o r  n o w.  



A  T H R E AT  E N G I N E  TO  S M A R T  C I T I E S  – S E R I O U S  O R G A N I Z E D  C R I M E  ( S O C )

Crime as a Service 

Malware & I.D. Theft

DDOS and Network Attack

Payment Card / Order Fraud

Cryptoware

Presenter Notes
Presentation Notes
Key Talking Points:Victims of damaging cyber breaches make the news every week – don’t become one of them!These are just a sampling of breaches– even more are occurringThe rate of breaches continues to go up every yearNot just experienced by large companiesAffects companies of all sizes and industriesNotes:Bad actors have executed a series of high-profile, damaging data breaches. It seems like there’s someone new on the cover of the WSJ every week. This slide illustrates how much damage is being done.This graphic represents the number of records exposed (bigger circles were breaches with more exposed records)
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_ p o s t  w a r

Highly motivated hacking groups will sell
their new tools and bots on the dark web. 

SERIOUS ORGANIZED CRIME 

‘PRODUCTIZATION’ (DARK WEB) 
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M O R E  D D O S  B O T  N E T W O R K S  C R E A T E D   

1. US agency CISA discovered and 
worked with Watchguard to 
remediate the problem. 

2. Russian group Sandworm developed 
Cyclops Blink to conduct cyber 
espionage

3. FBI took down large scale Sandworm 
botnet network

4. Remember… 2.7 Billion of Bitcoin in 
one wallet! Unlimited resources. 
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N Z X  A t t a c k s  i n  2 0 2 0

1. DDOS attacks came from Ukraine

2. Hacking group – Fancy Bear
• Started with Web app attacks
• Moved to Network DDOS attacks
• NZ Stock exchange down for weeks
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D D O S  A t t a c k s  i n  2 0 2 1

1. DDOS attacks focused on DNS 
servers creating issues with 
customer portals

2. Attacks from Europe and Asia

3. Varied attack protocol vectors
• DDOS can’t ‘just’ be blocked in NZ
• Blocking must be done using global 

DDOS scrubbing centers
• Attacks on our banks were 6x 

greater than the attack on NZX
• Imperva and Radware identified and 

successfully blocked similar style 
attacks on their customers.
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D D O S  A t t a c k s  i n  2 0 2 1

1. Volumetric DDOS attacks are more frequent.
• 42 on one customer which is why you see internal issues!

2. Peaking close to 500 incidents within the 
hour!

3. DNS attacks show more than 500 queries per 
minute

4. Many DNS serves have inadequate 
protection, are outsourced to cloud solutions 
that do not have appropriate DDOS protection.

5. BOTS are coming from traditional Alliance 
countries (US, AU, UK)
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R a n s o m w a r e  o n  t h e  r i s e !  

1. An NZ DHB became the highest profile attack

2. Five hospitals effected for months

3. 4000+ patient data leaked onto dark web

4. Ministry of Health spending 
$75mil+ on cyber defenses

Presenter Notes
Presentation Notes
Professional services team - *Consultancy * Engineering * Pre Sales * Design * Project Management�Hands on experience, accreditations and training and to deliver services to the highest standardsWeekly web demonstrations across all solutionsMonthly technical training and work shop sessionsStatement of work to define and confirm expectations / delivery prior to work to ensure customer satisfactionRFI / RFP’s
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N Z  T h r e a t  L a n d s c a p e  – L e t s  n o t  f o r g e t !  

10% work from home to 100% in lockdown.

New norm with higher percentage continuing 
working from home post lockdown.

Multi layer attacks including:

• Covid19 phishing attacks (38% increase)

• Compromised remote users

• Compromised VPN & RDP via brute force 
attacks

• Compromised network & domain admin

• Disabled, encrypted and data loss of backups

Double ransomware ($1.25mil for decryption and 
additional $1.25mil for not selling stolen data)

R a n s o m w a r e  a t t a c k  c a u s i n g  s i g n i f i c a n t
p r o b l e m s  f o r  l a r g e  b r e w e r y .  
1 2  J u n e  2 0 2 0

N Z  A p p l i a n c e  
m a n u f a c t u r e r  

f a l l s  v i c t i m t o  
r a n s o m w a r e  

S c o u r g e .  
1 1  J u n e  2 0 2 0

Presenter Notes
Presentation Notes
Professional services team - *Consultancy * Engineering * Pre Sales * Design * Project Management�Hands on experience, accreditations and training and to deliver services to the highest standardsWeekly web demonstrations across all solutionsMonthly technical training and work shop sessionsStatement of work to define and confirm expectations / delivery prior to work to ensure customer satisfactionRFI / RFP’s



NZ THREAT LANDSCAPE – IT ’S COSTLY. 
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2020

S u p p l y  c h a i n  a t t a c k s

• Social engineering caused MFA 
users to be hacked.

• CITRIX servers & domain controllers 
compromised through lateral movement.

• 2.75GB of data and 3100 files

• Leaked files uploaded publicly on the web.

• Pinnacle Midlands Health - 3rd party server

- Up to 500,000 patient records exposed

H A C K E D !



WHAT CAN WE DO?
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E N C O U R A G E  N E X T  G E N E R A T I O N
T R A I N I N G  &  I N T E R N  P R O G R A M S

S U P P O R T  L O C A L  M S S P ’ S  
W I T H  L O C A L  T E A M S

W O R K  W I T H  G C S B +  N C S C
U S E  M A L W A R E  F R E E  N E T W O R K

A D O P T  M O D E R N  C Y B E R  P R O D U C T S
W I T H  B U I L T  I N  A . I D R I V E N  A U T O M A T I O N



SUPPORT LOCAL MSSP’S
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Cyber CX Advantage Inde

Chillisoft helped build six Security Operation Centers in New Zealand

Presenter Notes
Presentation Notes
Extensive technical competence, combined with a substantial and professional sales and marketing offering are the typical characteristics of a partnership with Chillisoft.Active support of partners with their running businessSupport of partners in generating new business with new technologiesPresentations at end user sites or events on behalf of the partnersTechnical presentations at end user events of the partnersProject coordination between partner and vendor
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C h i l l i s o f t  C y b e r s e c u r i t y  t r a i n i n g  C e n t r e  

• Certified and accredited courses
• Regional and on prem training
• Hands on technical and sales training
• Enables partners to install, consult, and 

support all our products
• 1000 SOC analyst trained in last 2 years
• We train EDR and SIEM SOC analysts! 

Presenter Notes
Presentation Notes
Professional services team - *Consultancy * Engineering * Pre Sales * Design * Project Management�Hands on experience, accreditations and training and to deliver services to the highest standardsWeekly web demonstrations across all solutionsMonthly technical training and work shop sessionsStatement of work to define and confirm expectations / delivery prior to work to ensure customer satisfactionRFI / RFP’s
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“We are Kiwis's, we 
always punch above our 

weight, we will fight
them on the dark web, 

we will fight them at our 
gateways, we shall 
defend our island, 

whatever the cost may 
be and we shall never 

surrender! We will find 
our way....

C y b e r  Ts u n a m i

Presenter Notes
Presentation Notes
The only way to get this complete East-West visibility is NDR, and ExtraHop's approach to NDR is unique. We’re the only NDR solution that covers your entire attack surface, from your data center, across your cloud workloads, to every remote user and IoT device – all at enterprise scale. We’re the only Cloud-Native NDR platform. We’re cloud delivered (hosted and managed), cloud agnostic (provide NDR across multicloud workloads), and we provide cloud intelligence at scale with cloud-based machine learning that delivers the highest-fidelity insights at scale, putting the vast compute resources of cloud to work for sophisticated behavioral analysis of all your network data.We also go way beyond alerts, indexing and storing metrics for streamlined investigation, providing continuous packet capture for deep forensic investigation.And we deliver that information intuitively in our web UI so that you can understand what’s happening across every tier of the environment – from users to web to database to storage to network – from the cloud to the data center to the remote site. 
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