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Enterprise-Class Vulnerability and Risk Management
Vulnerability management solutions are only valuable when they help you 

prioritize your efforts effectively. Tripwire® IP360™ is an enterprise-class 

vulnerability management solution that enables cost-effective reduction of 

cyberthreat risk by focusing your remediation efforts on the highest risks 

and most critical assets. 

The solution is built upon a scalable 
architecture that delivers risk-based 
vulnerability assessment with speed, 
reliability and accuracy, along with the 
industry’s most comprehensive vulner-
ability scoring and endpoint intelligence 
integration for quick response to new 
advanced threats.

Tripwire IP360 delivers:

»» Comprehensive discovery and 
profiling of all network assets both 
on-premise and in the cloud

»» Highly-scalable architecture with low 
network and system impact

»» Advanced vulnerability scoring and 
prioritization that identifies top risks

»» Vulnerability data to asset information 
in Tripwire Enterprise so you can 
focus on the risks that matter  

Find Everything on Your Network 
Tripwire IP360 provides complete visibil-
ity into your network, both on-premise 
and in the cloud, including all devices 
and their associated operating systems, 
applications and vulnerabilities. The 
industry-leading Tripwire Vulnerability 
and Exposure Research Team (VERT) 
keeps Tripwire IP360 up-to-date with 
accurate, non-intrusive discovery sig-
natures that are current and relevant to 
large organizations.

It discovers all networked hosts, 
applications and services to give you a 
comprehensive view of your network. 
Tripwire’s unique application-centric 
approach to vulnerability assessment 
searches for specific vulnerabilities 
based on operating system, applications 
and services. This ensures that only the 
required signatures are run, limiting 
negative application interactions.

It also supports multiple ways to dis-
cover and assess assets. Dynamically 
scalable vulnerability scans allow you to 
efficiently assess broad ranges of your 
network. For dynamic IP endpoints such 
as laptops and occasionally-connected 
devices, agent-based vulnerability 
management can provide more accurate 
assessment of your assets. For cloud 
assets, Tripwire IP360 is available in 
the AWS and Azure marketplaces for 
pre-authorized scanning. And for orga-
nizations adopting DevOps, Tripwire 
IP360 can discover and assess both 
stopped and running containers.

Prioritize Intelligently
Tripwire IP360 discovers a wealth of 
data about the hosts on your network. 
Rather than providing a seemingly end-
less list of “high risk” vulnerabilities, 
Tripwire IP360 ranks vulnerabilities on 
a granular scale of 1–50,000, making it 
crystal clear where your risk lies and 

Highlights

»» Discover assets and 
vulnerabilities on your 
network, whether 
on-premise or in the cloud

»» Mitigate risk effectively 
through actionable 
vulnerability scoring and 
prioritization

»» Avoid delays, missed threats, 
and vulnerabilities with 
scalable, fault-tolerant scans

»» Support for both network 
and agent-based scans 
reduces visibility gaps

»» Evolve with your development 
organization with container 
discovery and scanning
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allowing you to focus on the mitigations 
that will most effectively reduce risk in 
your organization.

Tripwire VERT objectively analyzes 
each vulnerability to see how easy it is 
to exploit, along with what privileges 
an attacker will gain upon successful 
exploitation. This results in the risk 
matrix in Fig 1, which empowers teams 
to remediate the most critical items 
first. These two vectors are combined 
with the age of the vulnerability to pro-
vide a vulnerability risk score. This risk 
score allows security analysts to track 
risk mitigation across the enterprise, 
demonstrating the value of the vulnera-
bility management program to executive 
sponsors.

Centralized Management
Tripwire IP360 provides an easy-to-use 
web interface for administration, config-
uration, reporting and workflow. Highly 
granular access controls and user roles 
enable it to conform to existing security 
processes.

Automation Through Integration
Tripwire IP360 is built on open stan-
dards that enable integration with 
existing business processes and IT sys-
tems like help desk, asset management, 
SIEM, intrusion detection/prevention, 
and other security solutions. The 
comprehensive endpoint intelligence it 
gathers enhances existing information 
management solutions and drives auto-
mation across your security ecosystem.

Schedule Your Demo Today 
Let us take you through a demo 
of Tripwire IP360 and answer any 
of your questions. Visit tripwire.
com/contact/request-demo

Tripwire is the trusted leader for establishing a strong cybersecurity foundation. Partnering with 
Fortune 500 enterprises, industrial organizations and government agencies, Tripwire protects the inte
grity of mission-critical systems spanning physical, virtual, cloud and DevOps environments. Tripwire’s 
award-winning portfolio delivers top critical security controls, including asset discovery, secure config-
uration management, vulnerability management and log management. As the pioneers of file integrity 
monitoring (FIM), Tripwire’s expertise is built on a 20+ year history of innovation helping organizations 
discover, minimize and monitor their attack surfaces. Learn more at tripwire.com
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Fig. 1 Tripwire IP360’s advanced vulnerability scoring pinpoints the greatest risks on 
your network based in the likelihood and potential impact of an attack
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Thwart Breaches 
Built-in integration with Tripwire 
Enterprise lets you enable 
Adaptive Threat Protection—an 
integrated, automated and 
prioritized view of your secu-
rity posture. Adaptive Threat 
Protection tags assets in Tripwire 
Enterprise with relevant data so 
you can track changes to assets 
that present the greatest risk. 
As you remediate vulnerabili-
ties and run subsequent scans, 
tags in Tripwire Enterprise are 
dynamically updated. Combining 
the configuration management 
capabilities of Tripwire Enterprise 
with the Tripwire IP360 agent can 
automatically initiate a vulner-
ability scan when an actionable 
configuration or file system 
change is detected.

Resilient Architecture
This easy-to-deploy, on-premises 
solution utilizes one or more hardened 
Linux-based virtual or physical appli-
ances. Scanning appliances can be 
pooled for unprecedented speed and 
resiliency.

https://tripwire.com
http://www.tripwire.com/blog
https://www.linkedin.com/company/tripwire/
https://twitter.com/tripwireinc
https://www.facebook.com/tripwireinc/

